
1

Intelligent Features + Immune-inspired Classifiers:
An Improved Approach to Malware Detection

M. Zubair Shafiq, Syed Ali Khayam and Muddassar Farooq,

Abstract—In this paper, we show that the accuracy of Bio-
inspired classifiers can be dramatically improved if they operate
on intelligent features. We propose a novel set of intelligent
features for the well-known problem of malware portscan
detection. We compare the performance of three well-known
Artificial Immune System (AIS) based classifiers operating on
the proposed intelligent features: Real Valued Negative Selection
(RVNS) – both constant and variable sized detectors, termed
as C-detector and V-detector – based on the adaptive immune
system, and Dendritic Cell Algorithm (DCA) based on the
innate immune system. To empirically evaluate the improvements
provided by the intelligent features, we use 3 network traffic
datasets collected at different points in network. For unbiased
performance comparison, we also include a machine learning
algorithm, Support Vector Machine (SVM), and two state-of-
the-art statistical malware detectors, Rate Limiting (RL) and
Maximum Entropy (ME). To the best of our knowledge, this is the
first study in which C-detector, V-detector and DCA are not only
compared with each other but also with several other classifiers
on multiple real-world datasets. The experimental results indicate
that our proposed features significantly improve thetp rate and
the fp rate of C-detector, V-detector and DCA.

Index Terms—Adaptive Neuro Fuzzy Inference System, Anom-
aly Detection, Artificial Immune System, C-detector, Dendritic
Cell Algorithm, Intrusion Detection System, Maximum Entropy,
Rate Limiting, Real Valued Negative Selection, Support Vector
Machine, V-detector

I. I NTRODUCTION

Over the last few years, there has been a dramatic increase
in the volume and sophistication of network attacks. These
attacks disrupt e-business and e-commerce activities, thus
resulting in significant loss of revenue and credibility. In order
to effectively contain rapidly self-propagating malware1, real-
time defense mechanisms must be designed to detectzero-
day (i.e., previously unknown) attacks. Therefore, a significant
amount of security research effort in the recent past has been
focused on network-based malware and anomaly detection.
These detectors learn the benign behavior of a network entity
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1Due to our network-based focus, throughout this paper the term malware
implicitly refers to ‘self-propagating malware’.

and then flag anomalous behavior by measuring deviations
from the learned behavior.

In the domain of Bio-inspired security, Artificial Immune
Systems (AIS) have served as a natural source of inspira-
tion for network-based anomaly detection. Two popular AIS
paradigms exist: (1) Real Valued Negative Selection (RVNS)
– both constant and variable sized detectors, termed as C-
detector and V-detector – based on the adaptive immune
system [45], [37]; and (2) Dendritic Cell Algorithm (DCA)
based on the innate immune system [7], [9]. Our observation is
that both paradigms, though inspired from different biological
processes, have previously used naive traffic features as an
input to the classifier. In other words, both paradigms pay no
attention to intelligent features that can accurately discriminate
malicious and benign network activity.The thesis of this paper
is that naive features degrade classification accuracy and,
therefore, intelligent traffic features should be used to fully
exploit the potential of Bio-inspired classifiers.

This thesis can be intuitively argued for the RVNS based
classifiers (C-detector and V-detector) which use hyper-spheres
as detectors to cover the non-self space. The average volume
of hyper-spheres converges to zero at higher dimensions result-
ing in inadequate coverage [22]. Similarly, the classification
accuracy (defined with two parameters: true positive rate,tp
rate = TP

TP+FN , and false positive rate,fp rate = FP
FP+TN ,

[100]) of DCA is sensitive to the selection of signals. Naive
signals, consequently, have a direct adverse impact on the
DCA’s classification accuracy. The results of our pilot studies
on 3 different real-world traffic datasets clearly indicate that,
due to these shortcomings, C-detector, V-detector and DCA
have poor classification accuracy. This insight into existing
Bio-inspired classifiers’ shortcomings motivated us to identify
novel intelligent features that: (1) have the potential to discrim-
inate benign and malicious traffic patterns; (2) can reduce the
dimensionality of the feature space without compromising the
classification accuracy; and (3) have computational complexity
and memory requirements that do not explode with respect to
the volume of the observed traffic.

In this paper, we propose and evaluate novel information-
theoretic and statistical features that satisfy these design re-
quirements. We input these features to C-detector, V-detector
and DCA for classification. The results of our experiments
show that due to the use of the proposed intelligent features,
classification accuracies of C-detector, V-detector and DCA
improve dramatically. This improvement substantiates our
thesis that the root cause of Bio-inspired classifiers’ low clas-
sification accuracy is a poor choice of traffic features, not the
classification algorithm. In addition to comparing C-detector,
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V-detector and DCA, we also compare the enhanced algo-
rithms with another Bio-inspired algorithm, Adaptive Neuro
Fuzzy Inference System (ANFIS) [97], a machine learning
algorithm, Support Vector Machine (SVM) [96], and two state-
of-the-art statistical malware detectors, Rate Limiting (RL)
[71] and Maximum Entropy (ME) [69] detectors.

In order to provide unbiased, comprehensive and realistic
performance comparison of all schemes, we compared them
on 3 different network traffic datasets. The first dataset is the
endpoint dataset which was collected at the Michigan State
University, USA. We have spent12 months in collecting the
traffic statistics of a diverse set of endpoints in home, office,
and university environments [90]. For malicious network ac-
tivity, we use real and simulated worms which vary in both
their propagation rates as well as in their scanning techniques.
The other two datasets are collected at the central routers of
the Lawrence Berkeley National Laboratory (LBNL) in the
USA [89], [91]. The second dataset is the filtered version of
original dataset and only contains the trafficon its wayin/out
of the enterprise network. The third dataset contains the traffic
coming in/going out from a subset of the total sub-networks
of the enterprise. To the best of the authors’ knowledge, this
work is the first one in which so many anomaly detectors are
compared on multiple traffic datasets. We have made sure that
all datasets, used in this study, are publicly available. This
will significantly help researchers, working in the anomaly
detection domain, in validating the classification accuracy
of their algorithms [78]. We summarize the most important
contributions of the work presented in this paper as follows:

• Identification of an intelligent feature set for detecting
self-propagating malware, which can act as an input to
any classifier;

• The first ever one-to-one comparison, according to the
best of our knowledge, of the classification accuracy of
C-detector, V-detector and DCA;

• A proof-of-concept that intelligent training features are
significantly more important than the choice of Bio-
inspired classifier; all three intelligent AIS based clas-
sifiers of this paper provide comparable performance;

• A comprehensive real-world network dataset collected
from the endpoints deployed in diverse environments;

• An unbiased comparison of three AIS based anomaly
detectors, C-detector, V-detector and DCA, with ANFIS,
SVM, RL and ME detectors.

The rest of the paper is organized as follows. In the next
section, we present the related work. We describe the traffic
test bed used in this study in Section III. In Section IV we
report the results for AIS based anomaly detectors, C-detector,
V-detector and DCA, which use classical traffic features. In
Section V, we present an overview of our proposed intelligent
information theoretic features. In Section VI, we present the
comparative results of all classifiers utilizing our proposed
intelligent features. We conclude the paper in Section VII.
To make the paper self-contained, we present an overview of
non-AIS classification schemes, namely ANFIS, SVM, RL and
ME, in Appendix A.

II. RELATED WORK

In this section we provide a review of AIS based algorithms,
miscellaneous Bio-inspired algorithms and statistical malware
detectors. To maintain focus, we only consider schemes that
target intrusion/anomaly detection.

A. Self-nonself Theory based AIS Algorithms

The initial idea of AIS was based on the ‘self-nonself’
theory which models the working of theadaptive immune
system. Forrest et al. [45] have proposed the idea of self-
nonself discrimination in a computer for intrusion detection.
Their proposed system works in two phases. First is the detec-
tor generation phase in whichnegative selectionis utilized to
produce detectors. All detectors that match the pre-storedself
strings are censored. Second phase is the detection phase in
which the generated detectors are used to detect deviations
from the self. r-contiguous distance is used for matching
strings. The authors have reported encouraging results for
detection of computer viruses. In [44], the authors have used a
similar immune system inspired concept for intrusion detection
using the sequence of system calls. Similarly, in [43] and [42],
the authors have used AIS for network intrusion detection.
They have used negative selection and affinity maturation for
learning of their system. They have evaluated their proposed
system, later termed as Light Weight Intrusion Detection
System (LISYS), on a dataset containing1.5 million TCP
connections. They have chosen a49 bit binary shape-space for
antigen representation which has8 bit least significant byte of
server’s IP,32 bit client IP address,1 bit for flags, and8 bits
for port number.

At that point in time, a lot of immune system inspired
intrusion detection approaches started to pop up. In [18], the
authors have proposed a high-level antigen representation con-
sisting of connection identifier, known port vulnerabilities,3-
way handshaking, and traffic intensity. Their proposed profile
has a total of33 different fields for the dataset. The authors
have also highlighted the scaling problem of the negative
selection algorithm, i.e., as the dimensionality of antigen
representation is increased, the time to generate detectors to
achieve required coverage explodes. This makes the algorithm
unfeasible for real-world deployment. The authors have argued
that the49 bit representation proposed by Hofmeyr et al. [43]
earlier lacks comprehensiveness to detect various other types
of intrusions. In [40], the authors have revisited LISYS, and
have evaluated several parameters based on a more controlled
dataset. They have also tried to explain poor scaling behavior
observed by the authors in [18]. They argue that this problem
is specific to the distance matching technique rather than the
negative selection algorithm. Further, the bad performance is
also linked with the representation chosen by the authors in
[18].

In [41], [35], the authors have proposed another immune
system inspired approach to detect intrusions. The novelty of
their proposed approach lies in the use of the real valued
shape-space. The real valued antigen representation used in
their study represents rules instead of binary strings. They
evaluate the usefulness of their proposed approach on the
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MIT DARPA 1999 Lincoln Lab dataset [83]. In [39], [35],
the authors have used negative selection coupled with two
different classification algorithms. Their proposed approach is
useful when only positive samples are available for training. In
their approach, negative selection is used to generate negative
samples for training at first, and then the classifier (neural
network and fuzzy rule based classifier) is trained using the
negative training data. Real valued shape-space is used here
as well. They show the merits of their approach using the
Mackey-Glass problem and the Iris dataset [80]. In [37], [35],
the authors have used the real valued negative selection to
generate abnormal samples from normal samples. These sam-
ples are used to train a classification algorithm. The authors
compare real valued negative selection to self-organizing maps
on the MIT DARPA 1999 Lincoln Lab dataset [83] and the
breast cancer dataset [79].

In [38], the authors have shown the benefits ofrandomized
real valued negative selection algorithm (using Monte Carlo
methods) over the simple real valued negative selection: (1)
it gives a reasonable estimate of the number of detectors
required to cover the given nonself space, and (2) the formal
guarantees about its convergence with optimal coverage of
nonself space are provided. The authors showed that the
randomized real valued negative selection provides better
coverage compared with the real valued negative selection
on 2- and 4-dimensional datasets. In [36], the authors used
negative selection to generate fuzzy anomaly signatures. They
validated the algorithm on a simulator based wireless dataset,
the MIT DARPA 1999 Lincoln Lab dataset [83] and the KDD
Cup 1999 dataset [84]. In [34], the authors have proposed an
immuno-fuzzy approach for anomaly detection. They argued
that the boundary between self and nonself space is not crisp,
rather it is fuzzy. The authors compared their proposed scheme
with the parallel hill climbing algorithm and the evolving rule
detector algorithm using the Mackey-Glass problem, the MIT
DARPA 1999 Lincoln Lab dataset, and the KDD Cup1999
dataset. Their proposed scheme provided comparable or better
results than other schemes.

In [32] and [33], the authors proposed the concept of
variable sizes detectors (V-detector) for the negative selection
algorithm. This scheme provided the required coverage with
fewer number of detectors. The authors argued that the de-
tectors in V-detector cover holes in an efficient manner [27].
In [30], the authors provided a comprehensive mathematical
treatment of the negative selection algorithm. They proposed
a statistical mechanism to estimate the detector coverage in
the negative selection algorithm.

In [26], [25], and [24], the authors carried out several
experiments to evaluate the appropriateness of the negative
selection algorithm for anomaly detection. The authors showed
that the negative selection algorithm is not suitable for higher
dimensional datasets, such as the KDD Cup1999 dataset
which has49 dimensions. They showed that its termination
behavior depends on a number of parameters and requires
a higher confidence which leads to higher computational
complexity. In comparison, positive selection algorithm and
one-class SVM provided better results with acceptable com-
putational complexity. In [22], the authors had mathematically

proved that the volume covered by a given set of detectors
converged to zero at higher dimensions.

In [31], the authors proposed a boundary aware negative
selection algorithm that is trained on the complete training
data, rather than individual training samples to detect the
boundary. This resulted in performance improvement com-
pared with other variants of negative selection algorithm.
In [28], [29] the authors addressed the applicability issues
raised earlier by Stibor et al. The authors argued that the
representation and control parameters are equally important
for negative selection algorithm just like any other machine
learning algorithm. However, the authors accept shortcomings
of negative selection at higher dimensions and its difficulty in
automatically selecting control parameters. Moreover, it also
requires an application specific data model.

In [53], the authors utilized AIS to secure a Bio-inspired
routing protocol, BeeHive. The secured version of protocol
is termed as BeeHiveAIS. In [50], the authors used negative
selection based AIS for securing a Bio-inspired MANET rout-
ing protocol, called BeeAdHoc. In [51] and [52], the authors
proposed several improvements to the classical thymus action
which they callextendedthymus action. In [49] the authors
used negative selection based AIS to develop a protection
framework against802.11 denial of service attacks.

B. Danger Theory based AIS Algorithms

Recently, many researchers have started development of
new AIS algorithms that are inspired from theinnate immune
system. Immunologists believe that the innate immune system
provides afirst line of defenceand the adaptive immune
system is driven by the innate immune system [19]. The innate
immune system responds to danger signals in cells on the
principles ondanger theory[19], [20], [1]. Aickelin et al.,
in [17], did seminal work to develop an AIS based on this
theory. Aickelin et al. used the concept ofdanger signalsto
detect danger. The motivation for this new paradigm comes
from three important shortcomings of self/nonself paradigm:
(1) generating detectors to cover nonself region from a sample
of self results in false positives, (2) no crisp boundary between
self and nonself exists and (3) self can change with time that
can result in autoimmune response. The authors further de-
veloped a danger theory inspired AIS for SYN scan detection
[16].

In [14], the authors introducedDendritic Cell Algorithm
(DCA) which is based on the danger theory. Dendritic cells
collect antigens and present them to T-cells. Dendritic cells can
exist in three states: (1) immature, (2) semi-mature, and (3)
mature. An immature dendritic cell can do a state transition
to semi-mature or mature state depending on the combined
effect of different signals. Input signals to the DCA are
safe signals, danger signals, pathogenic associated molecular
patterns (PAMP) and inflammatory cytokines. However, the
algorithm is sensitive to the signals’ weights to derive the
safe or danger context. They evaluated the merits of their
approach using the breast cancer dataset. In [13], the authors
proposed a conceptual framework for innate immune system.
The authors highlighted the need for a hybrid immune system
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which consists of innate and adaptive components for a
comprehensive response.

In [12], the authors introduced thelibtissue framework
for implementing innate AIS.libtissue is a framework to
implement relevant AIS algorithms. The framework followed a
client/server architecture, where the clients could be antigens,
signals or responses. All of them were processed in the
libtissue server. The authors released the framework as
an open-source software. In [11], the authors have utilized
DCA for the breast cancer dataset and portscan detection and
demonstrated its potential for those applications. Similarly,
in [9], [7], [8] the authors used the DCA for SYN scan
detection. They used a number of simple features as input
signals to the DCA. This system achieved100% detection rates
at appropriate thresholds on the dataset used by the authors
in their experiments. However, the authors did not discuss
the scalability of their dataset in terms of the scanning rates.
Moreover, the authors provided no correlation of the scanning
techniques with real worms.

The authors in [10] proposed an algorithm based on the
integration of innate and adaptive immunity for intrusion
detection, that helped in reducing false positive rate. Their
algorithm utilized DCA to reduce the input feature space given
to the self/nonself algorithm. However, the false positive rate
of their implemented scheme was still high which makes it
infeasible to consider its deployment in real-world scenarios.
In [6], the authors proposed an algorithm for motif detection
by using the concepts of immune memory. Their results on
two different datasets showed that the proposed algorithm was
able to detect motifs with a reasonable accuracy. In [4], the
authors compared DCA to self-organizing maps. Their results
showed that DCA outperformed the self-organizing maps for
detection of anomalous processes, but their performance on
normal processes was the same. In [2], the authors explored
the possibility of utilizing information fusion algorithms in
AISs. In [3], the authors studied information fusion in DCA.

In [46], the authors proposed a hybrid of DCA and negative
selection to develop an integrated AIS. The basic idea is to re-
sampleself, after regular intervals, stored for negative selection
to achieve an adaptive database of detectors. The authors
developed a misbehavior detection system for BeeAdHoc.
This AIS based security framework is able to adapt to the
changing definition of self which is a common in Mobile
Adhoc Networks (MANETs).

A comprehensive review of immune-inspired approaches to
intrusion detection is provided in [15] and [5]. A phylogenetic
tree of AIS approaches to IDS is provided in the paper which
efficiently summarizes the key contributions of this domain.

C. Miscellaneous Bio-inspired Algorithms and Statistical De-
tectors

In [48], the authors carried out a comparative study of
fuzzy inference system, neural network and Adaptive Neuro
Fuzzy Inference System (ANFIS) for portscan detection. Their
results show that ANFIS successfully combined the benefits
of fuzzy representation with the back-propagation learning
algorithm, and as a result, gave the best classification accuracy

compared with the other two techniques. In [47], the authors
proposed several intelligent features for the problem of self-
propagating malware detection. The authors proposed the use
of intelligent features as an input to different Bio-inspired
classifiers to improve their classification accuracy. Their ac-
curacy was evaluated on an endpoint dataset for portscan
detection. In comparative study, they included two statistical
malware detectors (rate limiting and maximum entropy), Bio-
inspired classifiers (negative selection based AIS, DCA based
AIS, ANFIS), and a machine learning algorithm (SVM). The
results showed that the use of intelligent features significantly
improved the true positive and false positive rate of different
classifiers for portscan detection problem.

Rate limiting detector, proposed by Twycross and
Williamson [70], [71], limits the rate of an endpoint’s network
traffic to curb and detect malware propagation. Lakhina et al.
[74] proposed a subspace method to detect and characterize
network-wide volumetric traffic anomalies. The authors ex-
tended their work and used entropy to detect anomalies [75].
A recent study by Gu et al. [69] used maximum entropy
estimation to quantify a baseline distribution at a network
gateway or a router, which was then used to classify an
anomalous activity using the KullbackLeibler (KL) divergence
measure.

In [57], the authors provided an overview of different anom-
aly detection techniques. They included Haystack [58], next
generation intrusion detection expert system (NIDES) [77],
statistical packet anomaly detection engine (SPADE) [59],
Hotellings T2 test [60], negative selection based system [45],
Bayesian inference system [61], principal component classifier
[62], hidden Markov model based system [63], packet header
anomaly detection (PHAD) [64], application layer anomaly
detector (ALAD) [65], learning rules for anomaly detection
(LERAD) [66], fuzzy system [67], audit data analysis and
mining (ADAM) [68], and many others. The authors discussed
the shortcomings of the detectors in an analytic fashion
without carrying out experiments.

In [54], the authors compared several statistical anomaly
detectors for portscan detection. These algorithms include rate
limiting [70], [71], threshold random walk [72], threshold
random walk with credit based rate limiting [73], maximum
entropy [69], packet header anomaly detection algorithm [64],
PCA based subspace method [74], [75], Kalman filter based
detector [76], and NIDES [77]. Their results showed that
maximum entropy and packet header anomaly detectors out-
performed the rest.

III. T RAFFIC DATASETS

In this section, we will explain the characteristics of differ-
ent datasets used in our comparative study of Bio-inspired clas-
sifiers with other state-of-the-art statistical malware detectors.
The choice of traffic datasets is fundamental to an unbiased
evaluation of different detectors. Further, the datasets should
be collected from heterogeneous sources and at different
deployment points in a network. This will help to study
the scalability of different detectors on a wide operational
spectrum in a network. Last but not least, the datasets must be
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publicly available that helps other researchers in reproducing
the results reported in this paper [78].

[34], [35], [36], [37], [24], [29], [28], [41]
Researcher in the domain of application of Bio-inspired

systems for network intrusion detection have mostly used two
datasets: (1)1998 and 1999 MIT DARPA Lincoln Lab IDS
evaluation datasets [81], [82], [83], and (2) the KDD Cup
1999 intrusion detection dataset [84]. But IDS researchers
have identified serious limitations of these datasets that make
them useless for IDS evaluation [86], [87], [85]. In [87], the
authors show that the background (benign) traffic in the1998
and 1999 MIT DARPA Lincoln Lab IDS datasets contained
certain artifacts and a number of attacks were incorrectly
simulated. In [88], the author showed that the background
traffic in the 1998 and 1999 MIT DARPA Lincoln Lab IDS
evaluation datasets lacked the effective ‘crud’. The authors
further criticized the dataset for its skewed distribution of
victim hosts, and the flat network topology. Similarly, the KDD
Cup 1999 intrusion detection dataset was created using the
1998 MIT DARPA Lincoln Lab dataset. Therefore, it inherited
the above-mentioned problems.

The shortcomings of these datasets motivated us to not only
look for new datasets but also invest resources in collecting
our own dataset. In this study we have utilized three datasets;
one is collected by us and two are from other sources. These
datasets have been collected at different deployment points
in network which will help us to evaluate the scalability of
detection schemes. The first is the endpoint dataset collected
at the WAVES lab of Michigan State University, USA [90].
The other two datasets are the enterprise traffic dataset (2
scenarios) recorded at a medium sized site, Lawrence Berkeley
National Laboratory (LBNL), with approximately8000 hosts
[89]. The following subsections provide a detailed description
of the datasets.

A. Endpoint Dataset

The endpoint dataset was collected at the WAVES lab,
Michigan State University, USA [90]. The endpoint dataset
consisted of two subsets: (1) subset comprising of benign traf-
fic profiles which are collected from several hosts with regular
human users, and (2) subset comprising of real and simulated
worm traffic. The first subset was collected over a period of
12 months by monitoring the network profiles of a diverse
set of 13 endpoints. The users of these endpoints included
home users, research students, and technical/administrative
staff with Windows2000/XP laptop and desktop computers.
The laptop endpoints were used by their users both at their
homes and at offices. Some endpoints, in particular the home
computers, were shared among multiple users. The endpoints
used in this study were running different types of applications,
including peer-to-peer file sharing software, online multimedia
applications, network games, SQL/SAS clients etc. The data
was collected by a multi-threaded windows application called
argus , which ran as a background process storing network
activity in a log file. To reduce the complexity and overheads
of logging process,argus only logged session-level informa-

TABLE II
INFORMATION OF WORMS USED IN THIS STUDY

Worm Release Avg. Scan Port(s)
Date Rate Used

Blaster Aug 2003 10.5 sps TCP135,4444, UDP 69
Dloader-NY Jul 2005 46.84 sps TCP 135,139
Forbot-FU Sep 2005 32.53 sps TCP 445
MyDoom-A Jan 2006 0.14 sps TCP 3127 − 3198
RBOT.CCC Aug 2005 9.7 sps TCP 139,445
Rbot-AQJ Oct 2005 0.68 sps TCP 139,769

Sdbot-AFR Jan 2006 28.26 sps TCP 445
SoBig.E Jun 2003 21.57 sps TCP 135,UDP 53
Zotob.G Jun 2003 39.34 sps TCP 135,445,UDP 137

Witty Mar 2004 357.0 sps UDP 4000
CodeRed II Jul 2004 4.95 sps TCP 80

Sim Src Port Simulated 3.57 sps TCP 1500

tion2.
The statistics of the collected benign data are listed in Table

I3. A number of endpoints were logged in this dataset which
were operated in totally different environments. Total number
of sessions varied from11, 996 for endpoint13 to 444, 345
for endpoint 4. In general, it was observed that the home
computers generated significantly higher traffic volumes than
the office and the university computers because: (1) they were
shared among multiple users, and (2) they ran peer-to-peer and
multimedia applications. The large traffic volumes of home
computers were also evident from the high mean and the
variance of the number of sessions per second. Figures 1(a)
and 1(b) show the session rate plots for two low and high
traffic endpoints respectively.

To generate malicious traffic, a vulnerable machine was
infected with a worm and the traffic generated by the worm
was logged using theargus data utility described earlier.
An original and unpatched version of Windows2000 and
Windows XP were installed on a computer using Microsoft
Virtual PC. The advantage of using virtual machines (VMs)
was that once a virtual host was infected, we could reinstall
it by overriding just a few key files. The static IP addresses
were assigned to virtual machines which were then connected
to the Internet. These hosts were then compromised by the
following malware:Zotob.G , Forbot-FU , Sdbot-AFR ,
Dloader-NY , SoBig.E@mm, MyDoom.A@mm, Blaster ,
Rbot-AQJ , andRBOT.CCC.

Table II shows the diversity of the worms used in our
dataset. These worms have different (and sometimes multiple)
attack ports and transport protocols. Also, these worms include
both high- and low-rate worms;Dloader-NY has the highest
scan rate of46.84 sessions per second (sps), whileMyDoom-A
and Rbot-AQJ have very low scan rates of0.14 and 0.68
sps respectively. Three additional worms were also simulated

2A sessioncorresponds to a bidirectional communication between two IP
addresses. The communication between the same IP address on different
ports is considered part of the same network session. This session-level
granularity reduces the complexity of the sniffer, while providing the complete
information about the sessions originating from or terminating at an endpoint.
Each session is logged using the information contained in thefirst packet of
the session. A session expires if it does not send/receive a packet for more
thanτ seconds. In the collected data,τ is set to10 minutes.

3It should be noted that the mean and the variance of the session rates
in Table I are computed using time windows containing one or more new
sessions. As can be inferred intuitively, time windows without new network
sessions are fairly common on endpoints.
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(a) on a low traffic endpoint (b) on a high traffic endpoint

Fig. 1. Session rate for Endpoint Dataset

TABLE I
STATISTICS OFBENIGN PROFILE COLLECTED FORENDPOINTS

Endpoint Endpoint Total Profile Total TCP UDP Mean Var in
ID Type Collection Sessions Sessions Sessions Session Session

Time (%) (%) Rate Rate
(months) (/sec) (/sec)

1 Office 8 33, 487 13.95 73.9 0.25 0.26
2 Office 10 21, 066 50.45 42.29 0.22 0.43
3 Home 3 373, 009 98.54 1.36 1.92 11.98
4 Home 2 444, 345 57.37 41.91 5.28 25.93
5 Home/Univ 3 27, 873 74.71 24.03 0.44 2.0
6 Univ 9 60, 979 24.36 70.89 0.19 0.35
7 Univ 11 171, 601 45.46 53.53 0.28 0.6
8 Univ 13 41, 809 19.7 76.58 0.52 0.71
9 Univ 13 235, 133 47.96 50.22 0.41 0.81
10 Univ 13 152, 048 12.8 82.33 0.21 0.37
11 Univ 13 207, 187 44.63 47.8 0.31 0.96
12 Home/Univ 13 100, 702 65.94 32.24 0.33 0.73
13 Univ 3 11, 996 47.66 52.0 0.23 0.66

which were different from the worms described above. The
first simulated worm was the source port worm,Witty [56],
[55]. The worst-case scenario was tested with20, 000 scan
packets at the average scan rate of357 sps. The HTTP-based
CodeRed II worm was also simulated using an average scan
rate of4.95 sps [55]4. A source-port worm was also simulated
that sent scan packets with a fixed TCP source port of1500
at an average scan rate of3.57 sps. Note that this scan rate is
100 times smaller than theWitty ’s average scan rate, which
makes this simulated worm very challenging to detect.

B. Enterprise Router Dataset

The enterprise router dataset was collected at the Lawrence
Berkeley National Laboratory (LBNL), USA [91], [92]. The
enterprise network consisted of six major sub-networks. The
passive sniffing mechanism deployed to obtain this dataset
was a bit unusual. The sniffing machine utilized four network
interface cards to capture traffic from two central LBNL
central routers in both directions. These streams were merged
later to form a unified stream. Moreover, sniffing was carried
out by different subnets (two at a time) for different time-
periods. The traffic was captured for5 days,10 minutes for the
first day and1 hour for the rest of4 days. The dataset consisted
of approximately160 million packets. The obtained traces
underwent an anonymization process [92]. The anonymized

4It is unlikely that an endpoint will be running a service that can be infected
by an HTTP worm. Nevertheless, an HTTP worm was simulated because its
scan packets use destination port80, which is a very common port in the
benign profile of an endpoint.

traces were separated into benign and malicious (scanning)
traffic by using suitable heuristics. The aim was to study the
behavior of internal enterprise traffic, therefore, the majority
of the sniffed traffic consisted of internal traffic.

It is important to ascertain the direction of the traffic so that
it can be segregated into the incoming and outgoing streams.
We explored two ways to establish direction: (1) the hosts of
all subnetworks were selected as internal hosts and the rest
were termed as external hosts, (2) the hosts with two subsets
were selected as internal hosta and the rest were termed as
external hosts. The advantage of the first choice was that it
helped us to view the trafficon its wayin/out of the enterprise
network. Remember, the traffic was collected at the internal
routers which means that its characteristics were not same as
of the traffic collected at a border router that connected to the
Internet. The majority of the originally logged internal traffic
were discarded which makes the residual data insignificant.
The advantage of the second choice was that a majority of the
originally logged internal traffic was retained. However, the
traffic profile would contain data of high bit-rate applications
running on internal networks [91]. This increases the amount
of effective ‘crud’ in the background traffic which makes it
challenging. In this study, we implemented two scenarios.

In the first scenario (S1), we separated the incoming and
outgoing traffic using prefix information of IP addresses5. We
filtered only TCP or UDP traffic because some of the mal-

5We chose hosts from all six major sub-networks,128.3. ∗ . ∗ /16,
128.55.0.0/16, 131.243.0.0/16, 198.125.133.0/24, 198.128.24.0/22,
198.129.88.0/22, as internal hosts. We reiterate that this assumption is
essential to develop a flow reference to separate incoming and outgoing traffic.
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(a) on a low traffic day (b) on a high traffic day

Fig. 2. The packet rate for Enterprise Router Dataset on Scenario-1

TABLE III
STATISTICS OFBENIGN TRAFFIC AT ENTERPRISEROUTERS(SCENARIO-1)

Date Direction Total Traffic Total TCP UDP Mean Var in
Collection Packets Packets Packets Packet Packet

Time (%) (%) Rate Rate
(mins) (/sec) (106/sec)

2004-10-04 Incoming 10 950, 815 88.22 11.78 164.98 2.98
2004-10-04 Outgoing 10 896, 566 80.00 20.00 157.90 3.18
2004-12-15 Incoming 60 3, 680, 672 97.47 2.53 95.13 2.12
2004-12-15 Outgoing 60 4, 026, 467 83.69 16.31 71.03 1.63
2004-12-16 Incoming 60 1, 823, 842 82.51 17.49 116.66 12.71
2004-12-16 Outgoing 60 2, 088710 70.07 29.93 83.52 8.72
2005-01-06 Incoming 60 1, 680, 069 91.94 8.06 90.82 2.12
2005-01-06 Outgoing 60 2, 098, 472 59.25 40.75 70.34 1.57
2005-01-07 Incoming 60 1, 655, 290 97.39 2.61 53.85 0.07
2005-01-07 Outgoing 60 3, 127, 732 47.93 52.07 69.96 0.50

ware detectors used in our comparative study were designed
specifically for TCP and UDP traffic. It would be unjustified to
include traffic from other transport protocols because it would
degrade their accuracy. Table III provides the detailed statistics
for benign (background) traffic in enterprise router dataset.
For the incoming traffic, the total number of packets varied
from 3, 680, 672 to 950, 815 and for outgoing traffic, the total
number of packets vary from3, 127, 732 to 896, 566. One can
observe significant variance in TCP/UDP traffic on different
days. The percentage of TCP traffic inS1varied from97.47%
to 82.51% for incoming traffic and from83.69% to 47.93%
for outgoing traffic. Figures 2(a) and 2(b) show the packet
rates for the enterprise router dataset on a low and high traffic
day.

For the second scenario (S2), we again separated the in-
coming and outgoing traffic using prefix information of IP
addresses6. We again filtered the traffic to contain only TCP
or UDP traffic. Table IV provides the detailed statistics for
benign (background) traffic in the enterprise router dataset.
For incoming traffic, the total number of packets varied from
1, 931, 228 to 12, 281, 110 and for outgoing traffic, the total
number of packets varied from1, 542, 136 to 11, 277, 349. The
percentage of TCP traffic inS2varied from93.30% to77.53%
for incoming traffic and from90.66% to 44.05% for outgoing
traffic.

We could not establish any correlation between the mean
packet rate and its variance, for incoming and outgoing traffic
in both scenarios because of erratic and bursty nature of packet

6We chose hosts from two out of six major sub-networks,128.3. ∗ . ∗ /16
and128.55.0.0/16, as internal hosts.

arrivals7. Nevertheless, the collected traffic in both scenarios
had high mean packet rates. Similarly, the variance in traffic
rates was also high, especially it peaked for outgoing traffic of
S2 on December15, 2004. This fact is also evident from the
Figures 3(a) and 3(b). The higher mean and variance of packet
rates ofS2 made it significantly more challenging compared
to S1.

IV. PILOT STUDIES

In this section we first introduce three AIS based anomaly
detectors: (1) real valued negative selection with fix sized
detectors (C-detector), (2) real valued negative selection us-
ing variable sized detectors (V-detector), and (3) dendritic
cell algorithm (DCA). We then evaluate their classification
accuracy on all datasets using two different sets of classical
features. The feature sets were previously used by researchers
in previously published AIS algorithms.

A. Feature Sets

We now introduce two classical feature sets.
1) Feature Set1: The first feature set is a modified version

of the classical49 bit binary representation originally proposed
in LISYS [42]. It consists of spatial features only. This feature
set was originally proposed to represent TCP SYN packets,
however, it is applicable to all TCP and UDP packets. First
8 bits represent the least significant byte of an internal host’s
IP address. The following32 bits represent the IP address of

7Note that the mean and the variance of the session rates are computed
using the time windows containing one or more packets.
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(a) on a low traffic day (b) on a high traffic day

Fig. 3. Packet rate for Enterprise Router Dataset on Scenario-2

TABLE IV
STATISTICS OFBENIGN TRAFFIC AT ENTERPRISEROUTERS(SCENARIO-2)

Date Direction Total Traffic Total TCP UDP Mean Var in
Collection Packets Packets Packets Packet Packet

Time (%) (%) Rate Rate
(mins) (/sec) (107/sec)

2004-10-04 Incoming 10 1, 945, 841 79.35 20.65 330.98 2.19
2004-10-04 Outgoing 10 1, 542, 136 80.28 19.72 275.32 1.27
2004-12-15 Incoming 60 12, 281, 110 91.96 8.04 242.15 5.42
2004-12-15 Outgoing 60 11, 277, 349 89.37 10.63 199.34 12.11
2004-12-16 Incoming 60 4, 765, 014 93.30 6.70 204.89 0.26
2004-12-16 Outgoing 60 3, 742, 806 90.66 9.34 145.68 0.61
2005-01-06 Incoming 60 4, 082, 699 86.79 13.21 159.92 0.20
2005-01-06 Outgoing 60 4, 610, 035 65.90 34.10 168.15 0.26
2005-01-07 Incoming 60 1, 931, 228 77.53 22.47 56.94 0.02
2005-01-07 Outgoing 60 3, 192, 983 44.05 55.95 79.23 0.08

an external host8. One bit is used as a flag. The final8 bits
represent type of service based on port mapping [42]. The
state-of-the-art AIS based algorithms use real valued shape-
space because of well-known problems with binary shape-
space. In this study we used a modified,8 dimensional,
real-valued version of this representation. It consists of1
least significant byte of an internal host’s IP address. Next
4 dimensions represent IP address of an external host. The
dimensions6 and 7 represent the port of internal host and
flags in IP packet respectively. Dimension8 represents the
protocol in the IP packet.

2) Feature Set2: The second feature set is a9 dimensional
real-valued representation. It consists of only temporal fea-
tures. This representation was successfully used by the authors
in [41] for intrusion detection using the1999 MIT DARPA
Lincoln Lab IDS evaluation dataset [82]. The representation
is basically a triplet consisting of number of bytes per second,
number of packets per second and number of ICMP packets
per second. The best results were reported in [41] using a
window size of3 which makes it a3 x 3 = 9 dimensional
representation9.

B. Review of AIS based Anomaly Detectors

We now present a review of AIS based anomaly detectors
used in this study.

8Since we have divided streams into incoming and outgoing streams,
therefore, for incoming stream we consider the destination IP address as
internal host’s IP address and for outgoing stream we consider the source
IP address as internal host’s IP address.

9In Section III, we explained that the datasets were filtered to contain
only TCP and UDP packets (no ICMP packets) to have a fair comparison
of detectors which are specific to TCP and UDP only. However, for ICMP
specific features, we re-filtered the dataset to include the ICMP traffic as well.

1) Real Valued Negative Selection with Fixed Sized De-
tectors (C-detector):The negative Selection was originally
proposed by Forrest et al. [45] that derives its inspiration
from the adaptive immune system. Lymphocytes (detectors)
mature in thymus and undergo the negative selection. Only
those lymphocytes survive the negative selection phase which
do no match any self cells presented in thymus. The matured
lymphocytes have the ability to distinguish between self and
non-self cells (antigens). The negative selection algorithm of
AIS has been gradually improved [39], [38], [36], [35]. In
this section, we describe the real valued negative selection
algorithm with fixed sized detectors [37]. Its basic idea is
to generate detectors in the complementary space and spread
them to maximize the coverage area of nonself space. This al-
gorithm reduces the time-complexity. The Euclidean matching
rule is generally used. An interested reader can find details in
[35].

2) Real Valued Negative Selection with Variable Sized De-
tectors (V-detector):In [32], [33], the authors proposed a
variant of the negative selection algorithm that used variable
sized detectors. This scheme, called V-detector, reliably covers
nonself area but in an efficient manner at slightly more
computational complexity. The motivation is to use variable
sized detectors to cover a given nonself space with minimum
possible number of detectors. It allows for the use of estimated
coverage as a design parameter instead of the number of
detectors, which makes the algorithm more reliable. It has also
shown the ability to cover holes in more improved manner. The
description of the algorithm is in [32] and [33].

3) Dendritic Cell Algorithm (DCA): The Dendritic Cells
(DC) are the cells whose functionality is the part of the
innate immune system. DCs can stimulate immune system
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(a) Average Packet
Size

(b) Average Num-
ber of Packets

(c) Average Num-
ber of ICMP Pack-
ets

Fig. 4. Enterprise router dataset Scenario -1, Direction - Incoming, Feature set -2. Red bar highlights the infection period.

(a) Average Packet
Size

(b) Average Num-
ber of Packets

(c) Average Num-
ber of ICMP Pack-
ets

Fig. 5. Enterprise router dataset Scenario -2, Direction - Incoming, Feature set -2. Red bar highlights the infection period.

response with the help ofsignalsand location markers which
are calledantigens. DCA is designed to detect ‘danger’ instead
of non-self as is the case with the negative selection based
AIS. The signals include danger signals, safe signals, PAMPs
and inflammatory cytokines. An immature DC converts to
either a mature DC or a semi-mature DC depending upon the
relative concentration of these signals. Mature DCs represent
the danger and in turn activate the immune response whereas
semi-mature DCs represent safe and in turn suppress the
immune response [14], [9], [4], [8]. The classification accuracy
of DCA is sensitive to the weights which are used to derive the
combined context of all signals. The authors did not provide a
systematic method to derive these weights [9]. In this study, we
randomly tuned these weights in the initial training phase using
a labeled training traffic dataset. We skip its implementation
details for brevity. An interested reader can find them in [9],
[7].

C. Discussion on Results

The classification accuracy for C-detector, V-detector, and
DCA, utilizing classical input feature spaces, are tabulated in
Tables V, VI and VII for different datasets. The values reported
in this study are with an overall 90% confidence level usingt
distribution.

The Table V shows the results on the endpoint dataset. The
classification accuracy of different classifiers is approximately
the same but in general the classification accuracy of feature
set 1 is significantly better than feature set2 especially for
endpoints3 and 4. Recall that these endpoints were running
peer-to-peer application. The reason for this behavior lies in
the fact that the logged traffic had just TCP or UDP packets.
The absence of ICMP packets in the dataset reduces one
dimension of feature set2 that leads to its poor performance.
Nevertheless, the overall accuracy is significantly smaller that

renders these systems useless for real world traffic.
Table VI tabulates the results of the enterprise router dataset

in S1. The accuracy of different classifiers is approximately the
same. The best results are achieved on04-10-04 using feature
space2. We cannot correlate the classification accuracy with
the direction of the traffic. Generally the classification accu-
racy of classifiers using the feature space2 are significantly
better than achieved by the feature space1. We conclude that
the volumetric traffic features (feature set2) perform better
than the spatial traffic features (feature set1) for scenario-
1. This is no more valid for the accuracy of classifiers using
feature space1 are relatively better compared to using feature
space2 (see Table VII). We believe that the higher mean
and variance of scenario-2 reduced the efficacy of volumetric
traffic features. This trend is also highlighted by Figures 4(a),
4(b), 4(c) and Figures 5(a), 5(b), 5(c). We can conclude that
S2 is more challenging thanS1 because it contains high-
rate traffic between internal subnets. The overall accuracy of
classifiers is not high enough for their utility in real world
IDS.

We now present the reasons behind such poor accuracy.
Negative selection (both fixed and variable sized hypersphere
based detectors) are criticized for lack of scalability at higher
dimensions. The work by Stibor et al. [22] has shown that
the negative selection is not appropriate for higher dimen-
sional datasets. It is because expected detector size converges
to zero at higher dimensions. The expected volume of the
hyperspheres (detectors) is given by:

V (n, r) = rn πn/2

Γ(n
2 + 1)

(1)

wheren is the number of dimensions andr is the radius
of sphere. ThereforeV (n, r) converges to zero asn → ∞.
The feature sets used in our study have8 and 9 dimensions
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TABLE V
CLASSIFICATION ACCURACY OFC-DETECTOR, V-DETECTOR ANDDCA USING CLASSICAL INPUT FEATURE SPACES FORENDPOINT DATASET

Endpoint ID 1 2 3 4 5 6 7 8 9 10 11 12 13 Average
C-detector – Feature Space 1

tp rate 48.0% 36.4% 58.3% 54.3% 54.4% 55.7% 56.3% 53.8% 55.3% 52.8% 51.1% 52.6% 54.7% 52.59%
fp rate 8.5% 6.6% 17.9% 24.5% 9.6% 8.9% 8.8% 7.9% 8.5% 7.4% 8.6% 7.3% 8.7% 10.25%

C-detector – Feature Space 2
tp rate 33.7% 34.4% 30.5% 34.7% 35.2% 38.7% 35.0% 33.6% 32.7% 32.9% 33.5% 35.6% 33.1% 34.12%
fp rate 11.1% 14.6% 78.6% 80.2% 25.1% 17.1% 16.9% 14.0% 16.6% 16.4% 15.9% 15.7% 16.9% 26.08%

V-detector – Feature Space 1
tp rate 46.5% 37.6% 56.0% 55.0% 57.6% 58.9% 54.9% 53.1% 55.8% 52.9% 52.6% 52.5% 53.9% 52.87%
fp rate 7.4% 5.9% 18.7% 24.2% 10.1% 9.3% 8.6% 6.8% 8.4% 8.1% 7.9% 8.2% 8.5% 10.16%

V-detector – Feature Space 2
tp rate 32.3% 33.1% 30.4% 32.8% 33.4% 37.9% 34.3% 31.2% 30.3% 31.5% 32.0% 34.1% 31.9% 32.71%
fp rate 12.6% 15.2% 74.5% 77.1% 23.1% 15.6% 14.1% 13.6% 15.0% 14.4% 14.7% 14.3% 15.3% 24.58%

DCA – Feature Space 1
tp rate 45.3% 35.5% 55.1% 56.7% 56.8% 56.3% 57.0% 54.8% 56.5% 53.3% 53.9% 54.7% 55.1% 53.15%
fp rate 9.2% 7.2% 19.8% 26.7% 10.3% 9.3% 9.0% 6.5% 8.6% 8.9% 8.2% 8.4% 9.0% 10.85%

DCA – Feature Space 2
tp rate 34.5% 36.3% 33.0% 35.8% 36.2% 36.2% 37.7% 33.9% 33.8% 32.3% 32.9% 34.0% 36.4% 34.85%
fp rate 10.1% 13.2% 79.9% 82.9% 27.5% 19.6% 18.8% 15.8% 17.4% 15.6% 16.0% 16.1% 17.1% 26.92%

TABLE VI
CLASSIFICATION ACCURACY OFC-DETECTOR, V-DETECTOR ANDDCA USING CLASSICAL INPUT FEATURE SPACES FORENTERPRISEROUTER

DATASET (SCENARIO-1)

Date 04-10-04 04-10-04 04-12-15 04-12-15 04-12-16 04-12-16 05-01-06 05-01-06 05-01-07 05-01-07 Average
Direction I O I O I O I O I O -

C-detector – Feature Space 1
tp rate 55.2% 53.6% 49.4% 42.6% 54.2% 43.7% 51.0% 46.4% 43.7% 51.4% 49.12%
fp Rate 17.1% 13.9% 25.8% 23.5% 16.8% 15.6% 15.1% 17.2% 14.8% 14.7% 17.45%

C-detector – Feature Space 2
tp rate 98.0% 94.7% 77.1% 43.4% 79.9% 86.0% 89.5% 81.8% 20.1% 57.2% 72.77%
fp rate 27.5% 27.4% 26.6% 10.9% 24.9% 17.5% 10.7% 24.5% 21.6% 21.4% 21.30%

V-detector – Feature Space 1
tp rate 56.4% 53.9% 49.3% 42.3% 53.3% 44.2% 50.4% 49.7% 45.6% 50.9% 49.60%
fp rate 16.5% 12.3% 27.7% 23.9% 19.4% 14.4% 15.3% 16.8% 15.0% 14.3% 17.56%

V-detector – Feature Space 2
tp rate 97.1% 94.5% 77.3% 44.9% 79.7% 88.8% 87.0% 82.8% 22.4% 56.1% 73.06%
fp rate 29.3% 29.7% 24.7% 10.9% 24.2% 18.8% 11.3% 21.8% 21.8% 20.0% 21.25%

DCA – Feature Space 1
tp rate 53.1% 54.4% 50.1% 42.9% 54.4% 43.2% 51.1% 45.8% 43.7% 52.5% 49.12%
fp rate 17.7% 12.9% 26.2% 23.2% 16.6% 15.7% 16.0% 17.3% 14.7% 15.8% 17.61%

DCA – Feature Space 2
tp rate 98.3% 94.9% 77.2% 43.2% 79.6% 86.5% 89.5% 81.1% 20.7% 57.1% 72.81%
fp rate 27.7% 27.0% 26.6% 10.0% 24.3% 18.1% 10.8% 24.2% 21.7% 20.9% 21.13%

TABLE VII
CLASSIFICATION ACCURACY OFC-DETECTOR, V-DETECTOR ANDDCA USING CLASSICAL INPUT FEATURE SPACES FORENTERPRISEROUTER

DATASET (SCENARIO-2)

Date 04-10-04 04-10-04 04-12-15 04-12-15 04-12-16 04-12-16 05-01-06 05-01-06 05-01-07 05-01-07 Average
Direction I O I O I O I O I O -

C-detector – Feature Space 1
tp rate 24.8% 40.3% 37.0% 28.0% 35.1% 33.1% 28.4% 33.1% 33.9% 27.8% 32.15%
fp rate 42.9% 54.1% 45.7% 46.5% 47.7% 49.2% 48.9% 51.2% 45.0% 45.3% 47.65%

C-detector – Feature Space 2
tp rate 24.4% 35.1% 19.8% 14.9% 22.0% 18.3% 27.4% 49.9% 22.6% 49.7% 28.41%
fp rate 71.8% 64.9% 63.7% 48.5% 57.7% 39.7% 63.3% 62.1% 1.2% 62.2% 53.51%

V-detector – Feature Space 1
tp rate 25.9% 39.0% 36.5% 29.8% 36.1% 34.2% 27.1% 32.7% 32.3% 26.0% 31.96%
fp rate 41.6% 55.3% 44.2% 47.4% 46.0% 49.9% 47.7% 50.5% 46.2% 44.7% 47.35%

V-detector – Feature Space 2
tp rate 23.7% 34.8% 18.3% 15.6% 21.1% 19.8% 26.3% 48.1% 23.2% 48.1% 27.90%
fp rate 72.2% 63.2% 62.0% 49.4% 56.6% 38.2% 62.1% 61.4% 0.9% 61.4% 52.74%

DCA – Feature Space 1
tp rate 24.6% 38.5% 35.0% 28.5% 35.7% 33.1% 26.0% 31.6% 32.8% 24.3% 31.01%
fp rate 39.0% 51.1% 46.8% 44.3% 44.2% 47.7% 46.6% 48.9% 49.4% 43.6% 46.16%

DCA – Feature Space 2
tp rate 21.0% 32.9% 17.7% 14.1% 20.8% 17.2% 23.5% 44.5% 25.3% 47.4% 26.44%
fp rate 71.6% 63.9% 62.4% 49.8% 57.0% 38.3% 60.3% 62.7% 6.2% 62.0% 53.42%

respectively. Higher dimensionality leads to poor performance.
Another reason might be that the changing definition of self.
For feature space1, the information of IP addresses and ports
varied with time due to pseudo-random behavior. For feature
space2 the dynamically changing traffic rates resulted in

high false positive rates. The dendritic cell algorithm is also
sensitive to the selection of signals and weights which translate
the signals to the output context. In this study, the weights were
not set to a pre-defined value, instead they were tuned in the
learning phase.
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This leads us to our thesis thatpoor classification accuracy
of negative selection based algorithms and DCA algorithms is
attributable to the naive classical features; otherwise AIS is
not a good paradigm for self-propagating malware detection.
As a first step, we propose novel intelligent features to
substantiate our thesis in an incremental manner. This strategy
is also motivated by Ji and Dasgupta [29] in the concluding
remarks as the future work.

V. I NTELLIGENT TRAFFIC FEATURES

In this section we present an overview of our intelligent
features. We kept following important constraints in mind
while identifying new features; they must:

• discriminate the benign traffic from the malicious traffic.
• reduce the dimensionality of the feature space without

compromising the classification accuracy.
• have complexity and memory requirements that scale

with an increase in the volume of observed traffic.
We decide to use a hybrid feature set in which two are

temporal features and the other two are spatial features.

A. Burstiness of Session Arrivals

Intuitively, the malicious traffic should have different bursti-
ness behavior than the benign traffic. For instance, on end-
points, a human user does not typically initiate sessions as
fast as a worm. This is because the traffic due to a worm
is usually a constant artificial burst that is different from
the bursts observed during high-rate benign network activity
(e.g., peer-to-peer applications). Therefore, monitoring session
burstiness can identify anomalous traffic activity.

During our pilot studies, we discovered that instead of
looking at the logged data at a single fixed time resolution,
it is more useful to look at session initiations at multiple
time resolutions. We observed that time-based traffic features
efficiently detect a malicious activity if their values at different
time resolutions are aggregated.

More specifically, we develop an aggregated process using
the simple mapping: to map session arrivals to a random
processNτ (t) at time resolutionτ , divide the observed session
arrival data intol equal-sized discrete bins of lengthτ seconds
each. Then, if one or more sessions are initiated in bin
i (i = 1, 2, . . . , l,) set Nτ (t = iτ + τ/2) = 1, where
a 1 represents a session arrival event. Thus the aggregate
Nτ (t) process characterizes the total number of (mapped)
session arrivals before timet. We have set different values
for τ for every dataset since optimal values vary according
to the point of deployment. For example we have used
τ = 0.001, 1, 2, 3, 4 seconds for endpoint dataset which gave
us enough information for detecting low- and high-rate attacks.
Multiresolution time-based features are inherently scalable, so
more resolutions can be incorporated to obtain higher levels
of accuracy if complexity is not an issue.

At any given time resolution, an effective measure should
jointly model and quantify the burstiness of discrete bins with
or without network sessions. To this end, we propose a novel,
effective and efficient measure to capture the burstiness of
session arrival events. The proposed measure is based on

Fig. 6. Gilbert Model

modeling the discrete arrivals as a Giblert Markov chain [93].
As shown in Figure 6, the Gilbert chain is a first-order discrete-
time Markov Chain with two states. In the present problem
space, these states represent the presence (state 1) and absence
(state 0) of network sessions in an observed traffic window. For
a Gilbert chain, higher probabilities of staying in the present
state (i.e.,P0|0 andP1|1) indicate the intensity of the memory
of the process. An information-theoretic measure to quantify
the memory of a Gilbert model was proposed in [93], where
the memoryµ was defined as:

µ = 1− P0|1 − P1|0, (2)

where −1 ≤ µ ≤ 1 and P0|1 − P1|0 are shown in Fig-
ure 6. Alternatively, the above expression can be written as
P0|1 = π0(1 − µ) and P1|0 = π1(1 − µ), whereπ0 and π1

represent the steady-state probabilities of staying in states0
and1 respectively. Based on this definition,

µ = 0 ⇒ π0 = P0|1 andπ1 = P1|0.

In other words, whenµ = 0, the probability of a session
arrival at any time instance is independent of whether or not
there was a session arrival in the last discrete time bin; i.e.,
the process ismemory-less. If we increase the value ofµ, it
represents high levels of burstiness/memory10. As mentioned
earlier, we develop five aggregate session arrival processes
using different bin lengths. For each of these processes, we
calculate the Gilbert model’s parameters and the consequent
memories,µτ , in a moving time window. We then use the sum
of the normalized memories as a feature:

µΣ = µ1 + µ2 + µ3 + µ4 + µ5, (3)

where−5 ≤ µΣ ≤ 5.
Figures 7(a), 7(b), 7(c) and 7(d) show the results of the

proposed memory feature for all datasets. For the endpoint
dataset, we observe that the memory of a normal user traffic
is low, i.e., a user’s traffic behavior changes continuously, even
if the change is somewhat small. On the other hand, the worm
traffic in the infected profiles shows a large amount of memory.
For our enterprise router dataset, we observe that the memory
is slightly smaller than that of a normal forS1. But, it does
not show significant perturbation forS2.

B. Multi-resolution Session Rates

The volume of network traffic from a compromised host
is significantly higher compared to a normal one. Therefore,

10In [93], processes withµ > 0 andµ < 0 were referred to as persistent
and oscillatory memory processes, respectively
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(a) for low scan rate worm on
low traffic endpoint dataset

(b) for high scan rate worm on
low traffic endpoint dataset

(c) for scenario-1 on enterprise
router dataset

(d) for scenario-2 on enterprise
router dataset

Fig. 7. Gilbert memory results for all datasets. Red bar highlights the
infection period.

(a) for low scan rate worm on
low traffic endpoint

(b) for low scan rate worm on
high traffic endpoint

Fig. 8. Session rate results for endpoint dataset. Red bar highlights the
infection period.

many prior volumetric anomaly detectors (including the rate
limiting detector of [70], [71]) proposed to use session rate for
anomaly detection. We observed that monitoring session rates
can highlight high-rate attacks, but it is unable to detect low-
rate attacks (see Figures 8(a) and 8(b)). On the other hand,
looking at session arrivals at different resolutions provides
more insight into the traffic characteristics. Therefore, we
used the aggregate processes defined in the last section to
compute session rates at different time resolutions; for each
resolution, we count the number of arrivals in non-overlapping
time windows. Moreover, to avoid data replication, we make
the aggregate processes mutually exclusive by accounting for
each session in only one of the aggregate processes; i.e., if a
session is initiated withinτ seconds of the previous session
then it is included only in theNτ (t) aggregate process.

Let λτ be the session rate at resolutionτ . Then as explained
in the last section, we use the following aggregated feature:

(a) for low scan rate worm on
low traffic endpoint dataset

(b) for low scan rate worm on
high traffic endpoint dataset

(c) for scenario-1 on enterprise
router dataset

(d) for scenario-2 on enterprise
router dataset

Fig. 9. Multi-resolution session rate results for all datasets. Red bar highlights
the infection period.

λΣ = λ1+λ2+λ3+λ4+λ5. We also observed thatλΣ values
do not vary considerably during an attack. Therefore, at any
time instancen, rather than looking at the aggregate session
rate, sayλn

Σ, we consider its first-order derivative:

λ
′

Σ = |λn
Σ − λn−1

Σ |

Figures 9(a), 9(b), 9(c), and 9(d) show multiresolution
session rates for all datasets. We should mention that this
multiresolution session rate feature can be defeated at end-
points if a worm is sophisticated enough to adapt its scan
rates in accordance with the changing session initiation rates
of the benign traffic. But such adaptability will increase the
computational complexity and program memory requirements
of a worm, thereby compromising its propagation speed and
stealthiness. On the enterprise router dataset, this features is
more perturbed during the infection period (bothS1 andS2).

C. Entropy of Destination IP Addresses

A worm propagates by scanning for vulnerable hosts on
the Internet. To this end, a compromised host is used to
probe different IP addresses either randomly or using a hitlist.
Similarly, in DoS attacks, multiple source IPs typically target
the same destination IP subnet. Under both attack scenarios,
the number of unique IP addresses per time window increases
significantly. To capture this effect, Lakhina et al. [74], [75]
proposed to monitor the entropy of IP addresses observed at
a router. In this section, we improve the scalability of the
IP-entropy feature using the destination IP addresses as an
example.

To calculate the entropy of destination IP addresses, let∆n

denote the set of destination IPs observed in windown. Define
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(a) for low scan rate worm on
low traffic endpoint dataset

(b) for high scan rate worm on
high traffic endpoint dataset

Fig. 10. Shannon entropy results for endpoint dataset. Red bar highlights
the infection period.

(a) for low scan rate worm on
low traffic endpoint dataset

(b) for high scan rate worm on
high traffic endpoint dataset

(c) for scenario-1 on enterprise
router dataset

(d) for scenario-2 on enterprise
router dataset

Fig. 11. Approx. Tsallis entropy results for all datasets. Red bar highlights
the infection period.

Xn = {pn
i , i ∈ ∆n} as the destination IP histograms derived

from the time windown, wherepn
i is the number of packets

having a destination IPi in the time windown. Also define,
pn =

∑
iε∆n

pn
i as the aggregate frequency of destination IPs

observed in windown. Then destination IP entropy in the
window n is:

H(Xn) = −
∑

iε∆n

pn
i

pn
log2

(
pn

i

pn

)
. (4)

Entropy captures the increased variance in the IP addresses
due to scan traffic.

As emphasized previously, we want scalable features that
can be deployed at multiple points within a network. The
above form of Shannon entropy is not suitable for deployments
at routers because it requires a logarithm computation for
each distinct IP in a time window. Such computations can
be prohibitive at wirespeeds. To leverage the destination IP’s

entropy in a complexity-aware and scalable manner, we use a
new entropy measure calledTsallis entropy[94]. This measure
is a generalization of the Boltzmann-Gibbs entropy and is
computed as:

S(Xn) =
1

b− 1
(
1−

∑
iε∆n

(pn
i

pn

)b)
(5)

whereb is a real-valued parameter. We tuned this parameter
experimentally and got the best results forb = 0.5. Now to
eliminate the rational square root operation due tob = 0.5,
we propose an approximate Tsallis entropy measure,Ŝ which
uses the Taylor series approximation of square root11:

Ŝ(Xn) ≡ 1
b− 1

(
1−

∑
iε∆n

( pn
i

pn
− 1

2
−

(pn
i

pn
− 1)2

4

))
. (6)

Figures 10(b) and 10(a) show the Shannon entropy results
for low- and high-rate worms for two infected endpoints. It is
clear that it can detect high-rate attacks but it fails for low-
rate attacks. Figures 11(a) and 11(b) show the approximated
Tsallis entropy results for the same endpoint profiles. Here
again the approximated Tsallis entropy feature cannot detect
low-rate attacks but it clearly shows improved fidelity as
compared to the Shannon entropy. For endpoints, we conclude
that while high-rate attacks are easily detected using the IP-
entropy, both entropy measures fail to detect low-rate attacks.
After some investigation, we determined that the anomalous
activity goes undetected for low-rate attacks because entropy
does not take the actual values of ports into consideration
12. To detect low-rate attacks, we probably need to compare
port frequencies on a port-by-port basis. Nevertheless, from
Figures 10(b), 10(a), 11(a), and 11(b) it can be seen that
the results of Tsallis entropy are comparable to or better
than the results of Shannon entropy. For enterprise router
dataset, the proposed feature shows significant perturbations
for both scenarios (see Figures 11(c) and 11(d)). Therefore,
the new approximate entropy measure can be used to scale
the destination IP feature to complexity-constrained points in
network, such as routers. Table VIII13 shows the computational
complexities of Shannon entropy and approx. Tsallis entropy.
The computational complexity of Shannon entropy is122%
more than the proposed approx. Tsallis entropy.

D. Divergence in Destination Port Distributions

Most worms target specific destination port(s) for portscans
(see Table II). This means that the destination port distribution
will significantly change in the case of worm traffic. Lakhina
et al. used entropy as a measure to detect changes in the port
distributions [74], [75]. However, as shown in the previous
section, entropy cannot clearly highlight IP perturbations for

11This approximation results in an average error of0.18% for the required
range (x ≤ 1) which is negligible.

12Due to the entropy definition, a benign traffic window with9 HTTP
sessions on port80 and 1 session on port21, and an anomalous window
having 900 malicious sessions on port135 and 100 malicious sessions on
port 500 both have the same entropy

13The results in Table VIII were collected on an Intel Pentium laptop
(1.8Ghz, 504 MB RAM) running Microsoft Windows XP Professional. The
statistics reported in Table VIII are from 10 million independent runs.
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TABLE VIII
COMPUTATIONAL COMPLEXITY OF TRAFFIC FEATURES

Name Mean Maximum Minimum Standard
of computational computational computational deviation

feature complexity complexity complexity
(cycle/session) (cyc/session) (cyc/session) (cyc/session)

Shannon 251 258 246 3.65
entropy

App. Tsallis 113 116 109 2.48
entropy

KL 396 404 392 3.72
divergence

RA 186 201 169 8.98
divergence

low-rate attacks. Therefore, we need a measure that can differ-
entiate between the port distributions on a port-by-port basis.
An appropriate information-theoretic measure that quantifies
the difference between two probability distributions is the
(Kullback-Leibler) KL divergence [95].

KL divergence is an information theoretic measure of the
similarity or dissimilarity between two probability distribu-
tions. Let us denote the benign destination port histogram
derived from benign traffic asX = {pi, i ∈ ∆}, where∆
denotes the set of destination ports observed in the benign
profile. Then the KL divergence between the benign and
currently observed port histograms can be expressed as:

D(Xn||X) =
∑

i∈∆n

pn
i

pn
log2

pn
i /pn

pi/p , (7)

wherep =
∑

i∈∆ pi represents the aggregate destination port
frequency observed in the benign profile.

Figures 12(a) and 12(b) show the KL divergence values for
two endpoints. It can be seen that the port usage distributions
are significantly perturbed on infected endpoints for both
high- and low-rate worms, and KL divergence can accurately
quantify these differences. If we compare these results with
the entropy-based results of the previous section then we can
appreciate the advantages of using a port-by-port divergence
measure.

KL divergence has three undesirable properties that are
of direct relevance to the present problem. First, the KL
divergence is non-symmetric, i.e., in generalD(Xn||X) 6=
D(X||Xn), and consequently KL is not a true distance metric.
Thus for accurate feature quantification, we need to evaluate
bothD(Xn||X) andD(X||Xn). Secondly, thepi distribution
should be continuous with respect to thepn

i distribution.
That is, if at any point we havepi = 0, pn

i 6= 0, then
D(Xn||X) = ∞. Since we do not have control over the benign
and malware distributions, this condition is quite stringent and
can lead to biased results. Finally, the KL computation also
requires logarithm calculation.

To overcome these problems of KL divergence, we use the
recently-proposedResistor-Average (RA) divergencemeasure
[95]. RA divergence is based on the KL divergence, but is
designed to alleviate the first two aforementioned problems.
Using the above notation, the RA divergence of destination
port is defined as:

1
R(Xn||X) ≡

1
D(Xn||X) + 1

D(X||Xn) . (8)

(a) for low scan rate worm on
low traffic endpoint dataset

(b) for high scan rate worm on
low traffic endpoint dataset

Fig. 12. KL divergence results for endpoint dataset. Red bar highlights the
infection period.

whereD(.||.) is the KL divergence defined in (7). Note that
RA divergence is symmetric. Moreover, due to the reciprocal
operation, any KL value tending to infinity has zero contribu-
tion in the RA divergence.

To resolve the third problem of logarithm computation in
KL divergence, we replacelog2 with the natural logarithm14

for KL computation and in turn replace the logarithm with
the first two terms of its Taylor series approximation. The
new approximate KL divergence measure15 D̂ is given by,

D̂(Xn||X) = 2
∑

i∈∆n

xn
i

[(
xn

i − 1
xn

i + 1

)
+

1
3

(
xn

i − 1
xn

i + 1

)3]
(9)

wherexn
i = pn

i /pn

pi/p . The approximate RA divergence is then
1

R̂(Xn,X)
≡ 1

D̂(Xn||X)
+ 1

D̂(X||Xn)
The results of the approximate RA divergence on all datasets

are shown in Figures 13(a), 13(b), 13(c), and 13(d). It can
be observed that these results are comparable to the results
obtained by using KL divergence. We also note that similar
to the multiresolution session rate feature, RA divergence also
gets perturbed at infection time and remains constant at the
perturbed value for the infection period. Therefore, in a time
window n, we useR

′
= |Rn−Rn−1| as the feature for input

to the classifiers. However, the computational complexity of
KL divergence is113% more than the proposed approx. RA
divergence (see Table VIII).

VI. RESULTS

In this section we present the results of all classifiers utiliz-
ing our intelligent features. It should be noted that every time
window is considered an independent decision instance. All
results reported in this study are tuned for optimal performance
in the ROC space. The values reported in this study are with
an overall 90% confidence level usingt distribution.

We input these features to AIS based classifiers, namely
C-detector, V-detector and DCA. A labeled training set was
used to train these classifiers, followed by their performance
evaluation on the unlabeled data. As mentioned earlier, in

14Note that the divergence is now computed innats rather than bits.
15This approximation results in an average error of magnitude0.80% for

required range, which is negligible.
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TABLE IX
CLASSIFICATION ACCURACY OF ALL CLASSIFIERS USINGINTELLIGENT FEATURE SPACE FORENDPOINT DATASET

Endpoint ID 1 2 3 4 5 6 7 8 9 10 11 12 13 Average
iC-detector

tp rate 95.1% 95.6% 95.9% 94.8% 95.0% 95.2% 94.6% 94.6% 94.6% 93.9% 94.6% 94.7% 94.7% 94.87%
fp rate 0.3% 0.4% 0.4% 1.3% 0.1% 0.1% 0.2% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.26%

iV-detector
tp rate 98.6% 98.7% 98.8% 98.7% 98.7% 98.5% 98.7% 98.7% 98.7% 98.4% 98.1% 98.2% 98.9% 98.59%
fp rate 0.3% 0.3% 0.4% 0.9% 0.1% 0.3% 0.2% 0.3% 0.1% 0.3% 0.2% 0.2% 0.3% 0.30%

iDCA
tp rate 94.8% 94.5% 95.0% 94.6% 94.8% 94.8% 94.6% 94.6% 94.6% 94.0% 94.6% 94.7% 94.7% 94.64%
fp rate 0.1% 0.1% 0.1% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.05%

iANFIS
tp rate 96.2% 96.5% 96.9% 96.2% 96.3% 96.4% 96.2% 96.2% 96.2% 96.0% 96.2% 96.2% 96.2% 96.28%
fp rate 0.4% 0.5% 0.5% 1.7% 0.2% 0.2% 0.3% 0.2% 0.2% 0.2% 0.2% 0.2% 0.2% 0.38%

iSVM
tp rate 99.4% 98.6% 99.5% 98.7% 99.5% 99.4% 99.4% 99.4% 99.4% 99.0% 99.3% 99.3% 99.4% 99.25%
fp rate 0.0% 0.1% 0.1% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.04%

RL
tp rate 88.0% 87.9% 81.7% 82.5% 86.2% 81.7% 82.8% 89.5% 81.9% 83.6% 84.4% 86.1% 82.5% 84.52%
fp rate 6.9% 5.6% 21.4% 18.9% 7.1% 6.7% 6.5% 6.6% 6.9% 6.0% 6.7% 6.6% 6.2% 8.62%

ME
tp rate 95.7% 94.1% 89.5% 87.9% 92.7% 92.9% 94.2% 91.2% 94.6% 91.5% 94.5% 92.7% 91.1% 92.51%
fp rate 4.0% 4.3% 12.7% 10.5% 6.8% 5.4% 7.9% 6.1% 6.9% 6.3% 5.4% 5.5% 6.0% 6.75%

TABLE X
CLASSIFICATION ACCURACY OF ALL CLASSIFIERS USINGINTELLIGENT FEATURE SPACE FORENTERPRISEROUTER DATASET (SCENARIO-1)

Date 04-10-04 04-10-04 04-12-15 04-12-15 04-12-16 04-12-16 05-01-06 05-01-06 05-01-07 05-01-07 Average
Direction I O I O I O I O I O -

iC-detector
tp rate 93.9% 93.7% 94.1% 94.0% 92.3% 92.2% 94.8% 94.5% 96.6% 96.9% 94.30%
fp rate 2.3% 2.4% 1.9% 1.8% 1.5% 1.4% 1.7% 1.6% 0.9% 1.0% 1.65%

iV-detector
tp rate 95.0% 95.3% 96.1% 96.8% 93.2% 94.6% 96.7% 96.9% 97.6% 97.4% 95.96%
fp rate 0.8% 0.8% 0.5% 0.4% 1.0% 0.9% 0.7% 0.6% 0.2% 0.1% 0.60%

iDCA
tp rate 94.9% 94.7% 95.1% 95.0% 93.3% 93.2% 95.8% 95.5% 97.6% 97.9% 95.30%
fp rate 2.1% 2.1% 1.9% 1.5% 1.2% 1.0% 1.3% 1.4% 0.7% 0.8% 1.40%

iANFIS
tp rate 95.3% 94.9% 95.4% 95.3% 93.8% 93.9% 96.3% 96.1% 98.0% 98.2% 95.72%
fp rate 1.8% 1.9% 1.3% 1.4% 0.7% 0.7% 1.0% 0.8% 0.5% 0.6% 1.07%

iSVM
tp rate 96.6% 95.5% 97.5% 97.5% 93.1% 94.7% 97.1% 97.2% 99.7% 98.0% 96.69%
fp rate 0.8% 0.7% 0.5% 0.5% 1.2% 1.1% 0.6% 0.6% 0.1% 0.0% 0.61%

RL
tp rate 64.4% 64.3% 66.7% 63.8% 66.3% 64.1% 60.6% 69.8% 79.5% 74.6% 67.41%
fp rate 7.7% 7.6% 8.2% 8.1% 10.8% 10.6% 6.8% 6.4% 3.9% 3.8% 7.39%

ME
tp rate 77.3% 75.9% 74.4% 77.3% 72.8% 70.9% 77.3% 76.1% 86.0% 89.2% 77.72%
fp rate 5.6% 5.5% 7.5% 7.1% 8.1% 8.2% 4.6% 4.6% 3.0% 2.9% 5.71%

TABLE XI
CLASSIFICATION ACCURACY OF ALL CLASSIFIERS USINGINTELLIGENT FEATURE SPACE FORENTERPRISEROUTER DATASET (SCENARIO-2)

Date 04-10-04 04-10-04 04-12-15 04-12-15 04-12-16 04-12-16 05-01-06 05-01-06 05-01-07 05-01-07 Average
Direction I O I O I O I O I O -

iC-detector
tp rate 80.3% 80.3% 83.7% 79.1% 82.1% 81.2% 80.6% 82.6% 89.7% 88.9% 82.85%
fp rate 4.4% 4.3% 5.3% 5.1% 4.1% 4.2% 4.5% 4.2% 4.8% 4.5% 4.54%

iV-detector
tp rate 84.7% 84.9% 79.0% 79.2% 88.9% 85.5% 88.9% 87.3% 93.5% 93.6% 86.55%
fp rate 3.1% 3.4% 4.9% 4.7% 3.2% 3.5% 2.7% 2.5% 2.8% 2.6% 3.34%

iDCA
tp rate 83.5% 83.4% 82.8% 80.8% 86.2% 85.7% 86.5% 85.2% 90.4% 91.3% 85.58%
fp rate 3.3% 3.4% 4.0% 3.8% 3.5% 3.6% 2.8% 2.7% 2.9% 3.0% 3.30%

iANFIS
tp rate 83.8% 83.4% 82.0% 80.7% 86.2% 85.5% 86.4% 85.1% 90.8% 91.1% 85.50%
fp rate 3.2% 3.3% 4.4% 4.5% 3.9% 3.2% 2.9% 2.3% 2.0% 2.0% 3.17%

iSVM
tp rate 84.5% 84.8% 78.5% 79.3% 89.2% 85.2% 89.3% 87.4% 93.8% 94.7% 86.67%
fp rate 2.2% 2.5% 3.1% 3.5% 2.5% 2.0% 2.6% 2.0% 2.6% 2.9% 2.59%

RL
tp rate 51.6% 51.8% 56.9% 57.2% 56.7% 52.4% 52.8% 66.2% 66.4% 65.5% 57.75%
fp rate 9.0% 9.8% 10.2% 10.2% 13.9% 13.7% 9.3% 9.3% 6.9% 7.1% 9.94%

ME
tp rate 62.9% 64.6% 68.1% 68.2% 62.7% 65.8% 62.4% 63.2% 74.6% 73.8% 66.63%
fp rate 8.4% 8.3% 9.4% 9.6% 10.0% 10.1% 6.1% 6.3% 5.6% 5.7% 7.95%



16

(a) for low scan rate worm on
low traffic endpoint dataset

(b) for high scan rate worm on
low traffic endpoint dataset

(c) for scenario-1 on enterprise
router dataset

(d) for scenario-2 on enterprise
router dataset

Fig. 13. Approx. RA divergence results for all datasets. Red bar highlights
the infection period.

addition to the AIS based classifiers, we also evaluate the
performance of ANFIS, SVM classifiers operating on our
intelligent features and two standalone statistical (RL and ME)
detectors.

Tables IX, X and XI show the comparative classification
accuracy of all classifiers. The termi represents the use
of our proposedintelligent features as an input. The results
clearly indicate a dramatic improvement in the classification
accuracy of iC-detector, iV-detector andiDCA compared
with their respective classical counterparts, C-detector, V-
detector and DCA (feature space1), reported in Section IV.
Specifically, iV-detector, iC-detector andiDCA provide an
average improvement of 45.7%, 42.3% and 41.5% respectively
in tp rate and an average reduction of 9.8%, 9.9% and 10.8%
respectively infp rate over C-detector, V-detector and DCA
respectively, for the endpoint dataset.iV-detector,iC-detector
and iDCA provide an average improvement of 47.8%, 45.2%
and 42.8% respectively intp rate and an average reduction
of 49.0%, 15.8% and 47.7% respectively infp rate over
C-detector, V-detector and DCA respectively, for the first
scenario on the enterprise router dataset. Further,iV-detector,
iC-detector andiDCA provide an average improvement of
54.6%, 50.7% and 53.6% respectively intp rateand an average
reduction of 44.0%, 43.1% and 42.86% respectively infp
rate over C-detector, V-detector and DCA respectively, for the
second scenario on the enterprise router dataset. A similar
trend is observed in the improvement of the classification
accuracy for classical feature space2. It is pertinent to note
that the classification accuracy for enterprise router dataset
(both scenarios) is significantly greater than that achieved for
the endpoint dataset.

The results of Tables IX, X and XI prove our thesis that
the reason for poor classification accuracy of RVNS based
classifiers and DCA isnot the classification algorithm, rather
it is the use of naive input features. In case of RVNS based
classifiers (iC-detector andiV-detector), the improvement can
be attributed to two reasons: (1) dimensionality reduction, and
(2) the stable definition of self. ForiDCA, this performance
improvement can be attributed to an intelligent signaling
model. It is interesting to note that the classification accuracy
of both algorithms is approximately the same, provided they
are given the same input features. We intuitively argue that
the signal mapping in DCA is probably an equivalent of the
self/non-self mapping in negative selection based algorithms,
since the weights in DCA are tuned during the learning
phase in a similar fashion as the detectors mature in the
negative selection. Consequently, the antigens in DCA only
determine the sampling instant of the signals. It appears
that the only difference between the two approaches is the
aggregate sampling by multiple DCs which is absent in RVNS
based detectors [9]. But, based on our results, this difference
does not significantly alter the behavior of the algorithm. In
a future work, we will investigate the behavioral similarities
of different components of RVNS based algorithms and DCA.
The tp rate of iANFIS is slightly better than theiC-detector
andiDCA (albeit slightly higherfp rate). This is due to a more
sophisticated learning algorithm which is a hybrid of least-
squares and back-propagation algorithms. It should be noted
that the results ofiV-detector are better than the results ofiC-
detector,iDCA and iANFIS which shows that the concept of
variable sized detectors add value to negative selection based
algorithm.

It is important to note that the best classification results are
obtained with theiSVM classifier. However, the SVM has high
algorithmic complexity and extensive memory requirements
[96]. Therefore, it is not suitable for deployment in real-
world networks. Nevertheless, it is an ideal candidate to act
as a benchmark in our comparative study because of its
high classification accuracy. This high classification accuracy
is due to the fact that the learning algorithm in SVM not
only minimizes the training error but also maximizes the
generalization [96]. Generalization is a fundamental concept
of machine learning which is not catered for in Bio-inspired
(negative selection based, DCA or ANFIS) classifiers. This
statement is congruent with the conclusion of Stibor et al. [24],
[25], although an earlier work by Ji and Dasgupta [32] shows
that generalization is dependent on the stopping criterion
in a negative selection based learning algorithm. However,
we further emphasize that the classification accuracy ofiV-
detector is approximately the same compared withiSVM but
with lesser computational complexity. This shows the potential
AIS based malware detectors in the real-world networks.

The results also highlight that the classification accuracy of
malware detectors is dependent on the point of deployment. In
this study, the enterprise router dataset is more challenging as
compared to the endpoint dataset. Moreover, it also depends
on the point of reference, i.e., inclusion of high-rate internal
traffic (in S2of the enterprise router dataset) raises thefp rate
of all classifiers.
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TABLE XII
OVERALL COMPARISON OFDETECTORS

Name Training Testing Classification
of Complexity Complexity Accuracy

Algorithm
C-detector Medium Low Medium
V-detector High Low High

DCA Low Low Medium
ANFIS High Medium Medium
SVM High Medium High
RL Low Low Low
ME Low Low Low

The experimental results for statistical malware detectors
used in our experiments show that the features alone do
not have the ability to achieve high classification accuracy.
Note that the classification accuracy of both RL and ME
detectors is significantly lower than the Bio-inspired or SVM
detectors. Therefore, we conclude that it is very important
to give diverse and multiple intelligent input features (both
temporal and spatial) to a classifier in order to achieve a high
classification accuracy. Interestingly, however, the statistical
detectors manage to achieve comparable or better accuracy as
compared to the classical RVNS based detectors and DCA
(compare with Tables V, VI and XI). This proves our thesis
of using intelligent features.

VII. C ONCLUSIONS

In this paper, we reported the results of an unbiased
evaluation of Bio-inspired classification algorithms for the
well-known problem of portscan detection. The important
conclusion of the study is:the use of intelligent features as an
input to RVNS based detectors and DCA is the correct design
strategy to achieve high classification accuracy in real-world
networks.We also conclude that AIS based classifiers (espe-
cially iV-detector) operating on intelligent traffic features can
be readily deployed in real-world networks because of their
reasonably high accuracy and relatively low computational
complexity. However, there is still some room for improvement
in the classification accuracy of DCA and ANFIS for them
to be competitive with SVM-like classifiers, which, due to
their very high computational complexity, are only suitable as
benchmark algorithms. Table XII summarizes the comparison
of all algorithms used in this study.
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APPENDIX A
REVIEW OF NON-AIS CLASSIFICATION ALGORITHMS

Here we provide an overview of non-AIS algorithms used
in this study to make the paper self-contained.

A. Adaptive Neuro Fuzzy Inference System

Adaptive Neuro Fuzzy Inference System (ANFIS) is a fuzzy
rule-based classifier in which the rules are learnt from the
examples using the standard back propagation algorithm. In
this study we have used the implementation of ANFIS toolbox
available in MATLAB [98]. We use a Sugeno type fuzzy
inference system because of its low computational complexity
and guaranteed continuity of output space. The subtractive
clustering was used to divide the rule space. Five triangular
membership functions were chosen for the inputs and two
triangular membership functions were chosen for the output.
We use a hybrid of least-squares method and back-propagation
gradient descent method for the learning phase. Error tolerance
was chosen to be 5% with500 epochs. Please refer to [97]
for details.

B. Support Vector Machine

Support Vector Machines (SVMs) are well-known machine
learning classifiers. SVMs are inherently designed for binary
decision tasks, such as anomaly detection. SVMs are trained
in the learning phase using a labeled training dataset for
minimum error tolerance with a maximum generalization.
Given training vectorsxi ∈ Rn, i = 1, 2, ..., l in two classes,
and a vectory ∈ Rl such that eachyi ∈ {+1,−1}, a C-SVM
for non-separable data considers the following optimization
problem [96]:

min
1
2
wT w + C

l∑
i=1

αiyi

(
wT K(si, x) + b

)
,

subject to
αi ≥ 0,

and
i = 1, 2, ..., l

In the objective functionw is a perpendicular to the hyper-
plane that separates the positive and negative points,C is a
parameter that is used to cost theαi’s, K(si, x) is a non-linear
kernel that maps the input data to another (possibly infinite
dimensional) Euclidean space, andsi’s are the points called
the support vectors that maximize the separation between the
positive and negative examples. We use a degree-3 radial basis
kernel function to train the C-SVM. We have usedLIBSVM
implementation in this study [99]. Default settings were chosen
for all other parameters.
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C. Rate Limiting (RL) Detector

RL [70], [71] is a technique used to limit the propagation of
a self-propagating malware. RL is the only well-known worm
detection technique that has been designed specifically for
the endpoints. This approach is based on the observation that
during malware propagation, an infected host tries to connect
to as many different machines as possible, as fast as possible.
A benign host, on the other hand, mostly attempts connections
to the hosts that are locally correlated. Thus a large number of
connections to new non-local hosts is treated as a malicious
behavior by the RL algorithm. To curb such behavior, RL
limits the rate of connections to new hosts. See [71] for more
details.

D. Maximum Entropy (ME) Detector

Maximum entropy framework estimates the packet distrib-
ution of the benign traffic to detect anomalies. According to
[69], the packets in the network traffic are divided into a set
of two-dimensional packet classes. The first dimension deals
with the anomalies concerning TCP and UDP packets. The
TCP packets are further divided into two classes based on
whether the packet is SYN or RST. The second dimension
deals with dividing the packet into587 classes according to
their destination port numbers. The ME technique estimates
the distribution of different packets in the benign traffic
according to this classification, and then uses it as the baseline
distribution to detect anomalies in the network traffic. See [69]
for more details.
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